COKPAIIIEHHAA NMHCTPYKIINA 110
CO3JAHNIO KABUMHETA IOPUJNYECKOT'O
JINIIA

[aHHass Bepcusi WHCTPYKUMM OpUeHTUpoBaHa Ha IT-cneynannctoB ©  yBEPEHHbIX
nonb3oBatenen [MK. WHCTpykuus onucbiBaeT wucyepnbiBalOWMA MNepeyvyeHb Laros Mo
co3faHuo kabuHeTa topugmyeckoro nuua (KOJT) nnu nHanenayanbHOro npeanpuHuMmaTens
(LIM) Ha MNopTane Mos.ru OT HAaCTPOWKM NEPCOHANbHOrO KOMMblOTEPa A0 BXOA4A B KabuHeT
Nno 3neKTpoHHOW nognucwu (3M1):

e Pasdesn 1 — TpeboBaHus k kBanudumumposaHHon Il npegcrasutens KOJ1/AMM,

e [Pasdenn 2 — ycTaHOBKA W HACTpoWMKa KpuntorpaduMyeckoro nporpaMmMHOro
obecneyeHusn n 6paysepos, HeobxoamMmblx ansa paboTsl ¢ A Ha Mos.ru;

Pa3des1 3 — ycTaHOBKa JIMYHOIO cepTudpmnkaTa aneKTpOHHOW Noanucy;

Pa3den 4 — npodunb mamyeckoro nuua m npmesaska AT,

Pa3den 5 — aBTopusaums no 3l B kabuHeTe KOJT/AIT;

Pa3des1 6 — npoBepka HacTpoek kpuntorpadguyeckoro 0.

PaclumnpeHHyt0 BEPCUIO UHCTPYKUUKM C AeTarbHbiM pa3bopoM Bcex Tpebyemblx LiaroB u
NPUNOXEHNAMKN, MOAPOOHO OMNUCHLIBAKOLWMMM BOMPOCHI, CBSA3AHHbIE C HACTPOMKOW U
NMPUMEHEHNEM  SMIEKTPOHHOM  MOAMWUCK, Bbl  MOXETe ckadaTb MO  CCbINKe:
https://www.mos.ru/pgu/common/legal _new.pdf

Bepcusa 1.0.5

08.11.2017

CoxpartrieHHass MHCTPYKITUSA 10 CO3/IaHUI0 KaOWHeTa I0PUINIECKOTO JINIA


https://www.mos.ru/pgu/common/legal_new.pdf

1. KBAJIMOUNIITNPOBAHHAA 9JIEKTPOHHAA

IIOAIINCH
[na pernctpaumm kabuHeta KOJ/UM, Bxoga no 31 Ha MNopTan mos.ru n nognucaHns
3asBneHnin Ha npegocTasneHune rocyfapCTBeHHbIX ycnyr Heobxoanma

KBanuduumpoBaHHas (BbiMylWEeHHas aKKpeaUMTOBaHHbIM YAOCTOBEPSIIOWMM  LIEHTPOM)
3MNEeKTPOHHas MOANUCb NPeACTaBUTENs  opuandeckoro nvua  (MHAMBMAYaNbHOMO
npeanpuH1UMaTens.

MopTan mos.ru He npeaobaABnseT crneuuanbHblXx TpeboBaHWA K MNOSTHOMOYMAM B
9NEKTPOHHOM noanucn n K gormkHoctn npeactasutensa HOJT/UAM, peructpupytowero nnm
ncnonb3ywowero B pabote O3I1. EamHcTtBeHHOe TpeboBaHWe — COBMECTUMOCTb C
nporpamMmmHbiM ob6ecneyeHnem Kpuntollpo.

e Bam He HyXHO ObITb pyKOBOAUTENEM OpraHmM3auuun, 4Tobbl 3aperncTpmpoBaTtbhb
kabuHeTt HOJ1/UIN Ha_mos.ru.

e Bam He HyXHO ObITb pykoBOAUTENEM OpraHusaumn, 4Todbbl BXOOUTbL B KaBUHET
FOJT/IM n nognuceiBaTth 3aaBneHna ceoen Al1.

e Bam He HyXHa Kakad-nnmbo cneumanbHaa aNekTpoHHast nognucb. Bbl MoxeTe
BOCMOMb30BaTbCs Nobon (KBannMuuMpPOBaHHOW, BblOAHHOW Ha Balle uMS,
nporpaMmmHo coBmecTumon ¢ Kpuntollpo) nmetoenca m yxxe ncrnonb3yemMon ons
paboTbl C HanoroBom cnyxbon, denepanbHbIMM nopTanamu, PocpeecTpom,
ToproBbiMn nnowagkamm wn T.4. Hukakux cneumanbHbiXx TpeboBaHUW K
nonHomouusim (OID) B cocTaBe cepTudumkata nognnucu He npegbaBnaeTcs.

2. HACTPOU KA KPUIITOTPA®UYECKOI'O
ITPOTPAMMHOTI'O OBECIIEYEHUA

Ona obecneyeHns pabotbl A Ha [lMopTtane mos.ru Heob6xoaAMMO MCNONb30OBaTb
Gpaysepbl, obecneumBatome ctabunbHyto paboty ¢ Poccuickum kpuntorpaguyeckmm
MO, a Takxe:

e ycTaHoBUTb KpunTtonposangep Kpuntollpo;

e YCT@HOBMUTb KpunTtorpadpuyeckne nnaruHbl (KpMNTONMaruHbl, KPUNTOKOMMOHEHTbI)
Kpuntollpo n TOPCASE;

[o6aBnTb MOS.Iu B 4OBEPEHHbIE y3rbl B HacTponkax Kpuntollpo Browser plug-in;
pobaBuTb mos.ru B «HagexHble cantbl» (Trusted Sites);

ycTaHoBuUTb Bpay3ep Mozilla FireFox - 32-bit 45.9.0. ESR (pekomeHayeTcs);
HacCTpouTb pexunm 3anycka kpuntonnarnHos Kpuntollpo n TOPCASE B 6paysepe
Mozilla FireFox 32-bit 45.9.0. ESR (pekomeHayeTcs).

2.1. YcraHoBkKa kpunronposaiaepa Kpunrollpo CSP

Obpamume sHumaHue! Mbl HACMOAMEAbHO PeKOMeHOYeM 8am YCmaHasAusams
gepcuto Kpunmollpo CSP, npedocmasgasemyioo yooCmogepawumM UeHIMPOM,
sbinycmuswuM 8awly 31eKmpoHHY nodnucs. Takas ycmaHo8ka, Kax npasu.o,
nossoaum usbesxcamn Heobxooumocmu JONoOAHUMEAbHbIX Hacmpoek
cepmu@uramos KoOpHesblxX U NPOMEXCYMOUHbLX UeHMpPOo8 cepmudukauuil.

Ons yctaHosku Kpuntollpo CSP Ha Baw KoMnbloTep:



1. B cooTtBeTrcTBMM C  pekoMeHZauusMu,  MOfyYeHHbIMW  OT  Ballero
yAOCTOBEPSAOLLEro LeHTpa, ckayante auctpubytms ¢ camta YL, mnm ¢ caunta
Kpuntollpo: http://www.cryptopro.ru/products/csp/downloads, ecnn B KOMMnekre
c Bawwen Il ganctpmbyTne He NocTaBNAsCs.

Obpamume eHumanue! Ecau 8 komnaexkme ¢ 21eKMPOHHOU NOONUCHIO 8aMu
noayven dJucmpubymus, mo ycmauosky Kpunmollpo CSP Heobxod0umo
npou3sodums ¢ Hez20.

2. 3aI'IyCTVITe YCTaHOBLUUK NMporpaMmmMHOro obecneveHus.

Obpamume seHumanue! Jlasa ycmanosku Kpunmollpo CSP HyxcHbl npasa
admMuHucmpamopa 10KaabHo20 Komnvtomepa.

3. BblbepuTe pexum ycTaHOBKM B COOTBETCTBUM C peKOMeHAaUMsAMM, NONy4YEHHbIMN
oT Bawero YL. Ecnu cneumanbHbix HAacTpoek He TpebyeTcst — HaXXMUTE KHOMKY
«YcTtaHoBuUTb» U «OK» nocne 3aBepLleHnsi yCTaHOBKMU.

2.2, YcTaHOBKA U HacTporika kpunromiaruHa KpunroIlpo

AkTyanbHas Bepcus kpuntorpaduydeckoro nnarmHa Kpuntollpo 3L Browser plug-
in 4OCTYNHa no NPAMON cebinke: http://www.cryptopro.ru/products/cades/plugin/get 2 0

Obpamume sHumanue! /las xKoppekmHoil ycmaHosKu Heobxo0umMo 3axKpuimb ece
okHa 8cex Opay3epos. Ilocae ycmaHosku moxcem nompebosamuvcs nepe3azpyska
IIK.

Mocne ckaunBaHus HeoBXoOUMO 3anyCTUTb YCTAHOBKY, NpeABapUTENbHO 3aKpbIB
OKHa OpaysepoB. [loaTBepauTb YCTAHOBKY WM [OXAATbCS OKHA, WHopmupytowero ob
yCMNeLwHOW yCTaHOBKe nniarmHa, Haxatb « Ok».

Mocne ycTaHOBKM HeOGXOOMMO MPOU3BECTU HACTPOWKY AOBEPEHHbLIX Y3rOB AN
paboTbl KpUNTONnaruHa:

1. B 6paysepe Internet Explorer otkponTte ccbinky: C:\Program Files (x86)\Crypto
Pro\CAdES Browser Plug-in\config.html
2. Paspewwnte 3anyck ActiveX coaepXxXmmMoro cTpaHuubl.
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3. [OobGaBbTe B NepeyeHb crieaytoLine pecypcbi:

o https://*.mos.ru/
o http://*.mos.ru/

4. Haxmute kHonky « COXpaHuTb».
2.3. YcranoBka kpunromiaruia TOPCASE

Kpuntorpaduyecknin nnarndH TOPCASE pekoMmeHOyeM ckavaTtb MO NPAMOK CCbISIKe:
http://rul.mos.ru/esep-webapp/npcryco_esep.exe

[na yctaHoBku:

1. B obsa3aTensHOM nopsiake 3akponTe BCe OKHa BCeX 3anyLlieHHbIX 6pay3epoB.

Obpamume eHumaHue! Pa0 Opay3epos8 nocae 3aKkpblmusi MOMcem O0CmasAsiimb
3anyueHHbIMU PHOHOBblE NPOUECCHL, KOMOPblE B803MOMCHO OCMAHOBUMDb MOABKO
yepes «/[ucnemuep 3adau».

2. 3anyctute YyCTaHOBKY, MNOATBEPAMTE 3anycK MPUIOXEHWUS, CKA4YeHHOro W3
NHTepHeTa.

3. I_IO,D,TBep,El,I/ITe Ha4asno yCTaHOBKM HaXaB KHOIKY «yCTaHOBVlTb)),

4. [oxanTech okHa, MHOPMUpPYIoLLLEro 06 YCMeLLHOM YCTaHOBKE NnaruHa, HaxmmTe
«3aBepLunTby.

2.4. lo6aBaenue mos.ru B «Hazae:xupix canrax» (Trusted Sites)

[Onsa koppekTHon paboTbl kpuntorpadmudeckoro MO Ha [loptane mos.ru
Heobxoanmo AobaBuTb pecypcbl Mos.ru B 30Hy HagexHbix cavtoB (Trusted Sites):

1. OtkpownTte 6paysep Internet Explorer, nporante B meHio «CepBuc» => «CBoncTea
Gpaysepa».

2. MNpongute Ha 3aknagky «besonacHocTby», BblbepuTe «HapgexHble canTbl»,
HaXXMuTe KHOMKY «CanTbl».

coiens oorers N 5

CoaepxaHue MoaKnKHeHns | Mporpammb! I JAononHuTensHo
Ofwme BesonacHocTb | KoHpuaeHWanbHoCTL

BoibepuTe 301y Ans Haﬂ% napameTpos HesonacHocTi.

WHTepHeT MecTHas HapexHbie OnacHble
WHTpaceTb canThbl canTel

HapgexHbie caifTbi =
—
KOTOpbie HE

d 7 30ma ANA HAAEXHbIX CaITOB,
v NPUYMHAT BPEAA BALLEMY KOMMBIOTEPY MK
AaHHbIM,
B 3T0i 30He ecTb Beb-caitTbl.

YposeHb BesonacHoCTH ANS 3TOI 30Hb!
PaspeleHHblie yposHU: niobble

Cpepnnit
- 3anpoc Nepea CKa4MBaHUEM OMAcHOro COAEPKMUMOro
(] - HenoanucanHble anemeHTbl ActiveX He CKaumBaroTca

[ BrntounTs sauumuenHsit pexim (noTpebyeTcs nepesanyck

Internet Explorer)

CHOCTH MO YMONYaHMIO ANKA BCEX 30H

BoibpaTk yposeHs He3o

[ OK ][ OTtMeHa ] MpuMernTE
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3. CHuMUTEe OTMeETKYy C 4ek-b6okca «[ns Bcex canWToB 3TOM 30HbI TpebyeTtcs
Mposepka cepsepos (https)».
4. [obaBbTe cnepyrowme pecypcol B 30Hy HagexHbix cantos (Trusted Sites):

e https://*.mos.ru/
e http://*.mos.ru/

HaaexHbie caiTol ‘ u

47 BolMoxeTe nobaBnATL B 3TY 30HY Beb-CalfThl M YAANATL UX
13 Hee, 3anaHHble ANA 30HbI NapameTpel besonacHocTy ByayT
UCTIONb30BATHCA ANA BCEX €€ CaITOB.

[obasuTb B 30HY CReaYIoWWA y3en:

Beb-canTbl:

http: //*.mos.ru YaanuTb
https://*.mos.ru

[] Ans Bcex calitos sToit 30HbI TPeByeTcs Nposepka cepsepos (https:)

3aKpbiTb

5. Haxmurte «3akpbiTby, 3aTEM «OK».
2.5. YcranoBka u HacTporika Mozilla FireFox 32-bit 45.9.0 ESR

2.5.1. PexomeHdyembvle Opay3epvl, obecneuusarwue padbomy ¢
kpunmozpaguueckum ITO u noonucanuem Ha ITopmane mos.ru

Pa0d ob6HoeaeHull cospemeHHblX Opays3epos npusodum K HepabomocnocobHocmu
npo2pammHO20 obecneuenus, coomgemcmayoue2o Poccuticxomy
3axoHodamenvcmasy 8 obaacmu Kpunmozpaguu. Ob6Ho81eHUs
Kpunmoepaguuecko2o nNpospammHo2o0 obecneveHus mpebyrom o00s3amenvbHoll
cepmuguxauyuu, 4mo npugooum K 3a0epiHckam 8bixo0a HOBbLX 8epcull, 00CMYNHbIX
015 noav3ogameetl.

Ana pa6otel 3 Ha [lopTtane mos.ru BO3MOXHO MPUMEHEHME CReayloLmx
Gpay3epos:

e Mozilla FireFox 32-bit 45.9.0 ESR;
e Internet Explorer (nto6own aktyansHoun Bepcun Boiwe 11.0.9600).

Obpamume eHumaHue! Pabomy ecezo komniaexca kpunmozpaguueckozo I10
INopmana mos.ru noddepxcusaemes moavko 6 bpayzepax Mozilla FireFox 32-
bit 45.9.0 ESR u Internet Explorer eepcuu 11.0.9600 u svluue.

Obpamume suumanue! Jas pabomwvt DII Ha IIopmane mos.ru HACMOAMEAbHO
pexomendyem ucnoavdosams Mozilla FireFox 32-bit 45.9.0 ESR.

2.5.2. Yemanoeka u Hacmpoiitka Mozilla FireFox 32-bit 45.9.0. ESR

Bpaysep Mozilla FireFox ESR oTtnu4aeTcs oT cTaHOapTHOW BepCcun paclunpeHHON
nogaepxkon nnarmHoB u  APIl. [Ona obecnevyeHnss paboTbl BCero Komnnekca
Kpuntorpadudeckoro N0 Heobxoanm 32 6MTHLIM BapmaHT Bepcumn 45.9.0 ESR.


https://rul.mos.ru/
https://rul.mos.ru/
https://rul.mos.ru/
https://rul.mos.ru/

PycudumumpoBaHHbin AUCTPUBYTUB YKa3aHHOW BEPCUMM MOXHO CKayaTb MO NpsMOn
ccbinke  Ha  ftp-cepBepe Mozilla Org (ccbinka oTKkpbiBaeTcs B Hpaysepe):
https://ftp.mozilla.org/pub/firefox/releases/45.9.0esr/win32/ru/

Mocne ycTtaHOBKM Heobxoaumo 3anycTuTb Opaysep, 3anpeTuTb aBTOMaTU4ecKoe
0BHOBIEHME N HACTPOUTb PEXMMbI 3anycka KpuUnTonnarnHos.

Obpamume sHumaHue! Heobxo0umo oepaHuuums agmomamuyeckoe oOHOB8.1eHUe
O6pay3epa, NOCKOAbKY 8 aKMYaabHblX 8epcusix ObLia omkaoueHa nodoepicka
PyHKYUull, ucnoav3yemvlx 8 pabome kpunmoepaguu Ha Ilopmane mos.ru.

HacTpolika aBToMaTn4eckoro o6HoOBNEHMS:

1. lNponante B HAcTporKy aBToObHOBNEHMs Bpay3epa B «MeHto» => «HacTponkmns»
=> «JlononHuTenbHble» => «OBHOBMNEHMS» (MM OTKpouTe B Bpaysepe CCbIfKy:
about:preferences#advanced).

2. YcraHoBuTe 3HaveHue «Hukorga He NpoBepsATb Hanu4mMe o6HOBIEHNIAY .
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YcTaHOBKa peXXMMOB 3arnycka Kpuntorpadmyeckmx nnarmHoB:

1. Mpongute B «MeHo» => «[lononHeHWUsi» WM OTKPOWTe B Opay3epe CCbISIKY:
about:addons
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2. Ha ctpaHuue pgonornHeHun npownaute BO BkNagky «llnarvHbl». YcTtaHoBuTe
pexum 3anycka «Bcerga BknioyaTb» A8 paHee YyCTaHOBMAEHHbIX NiarnHoOB:

o CryptoPro CAdES NPAPI Browser Plug-in
o TOP CASE Crypto Plugin
o TOP CASE Crypto Plugin Updater


https://ftp.mozilla.org/pub/firefox/releases/45.9.0esr/win32/ru/
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Bupgeoxopex OpenH264, npeaocrannennnin Cisco Systems, Inc.
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TOP CASE Crypto Plugin Updater
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Adobe Acrobat

Adobse PMOF Mug bt Por Pawhar and Netscase 17,12 20008

Obpamume eHumanue! Ha ITopmane mos.ru npodoxcairomes pabomvt 8 uacmu
gHedpeHus 06HO8AeHH020 PyHKYuoHara noonucaHus. C okmabpsa 2017 2o00a npu
asmopusayuu no I, a makxie 0419 noONUCAHUA HA pside UHMEePAKMUBHBIX opMm
803M0CHO npumeHeHue bpaysepa Google Chrome. IlodpobHyto urgdopmauuro ob
00HOBAEHHOM (PYyHKUYUOHANe noonucanHus u npumeneHuu Google Chrome 6bl
Modiceme Hatmu 8 pacwupeHHolu gepcuu UHCMPYKYUU:
https://www.mos.ru/pgu/common/legal new.pdf

3. YCTAHOBKA JIMYHOI'O CEPTU®PHNKATA

lMocne ycTtaHOBKM M HaAcTpounkn kpuntorpadguyeckoro NO Heobxoanmo npon3BecTu
YCTaHOBKY NMM4YHOro ceptucukata M.

[ns ycTaHOBKM NNMYHOro ceptudukaTa:

=

Moakntoumte USB-kntoy ¢ Baluen anekTpoHHOM NOANUCHI0 K KOMMbIOTEPY.
2. 3anyctute Kpuntollpo CSP u npongute Ha Bknagky «CepBucy». Haxxmmte KHOMNKy
«lMpocmoTpeTb cepTudmrKaThl B KOHTENHEPEY.
L Kpwemipe C5P
Arwppeties ns

Clupse Ofopyromasne Cepave Losorvareteso
Cwerereren
E L 0 NOMECNOT NSOTECTRROSETE, EOMOCOATE MIw pAMMTY

ROMTOMED SSTOND KNS ¢ MEORTErd

Mpavechgponan... Cacrmepuoers § Yaarnte..
CATTRGEaRTI B KOHTDN MNP0
300t MACTIE TENSOSRET MECCMITIETE O BT, MEDDARLIRCE N

EOHTOMIDE JRPRTOND KON, M PCT! ME B DAL
| -

Nusacwin COpTwuan™
Foce sacrep caORT. o Swkow ¢ PO
IEATRTOND KGUOME, YCTRHORNE FTOT COPTHEMONT B KResMIIge

YCIonaerTn Arsatiit Ceptaduesy. .
l‘m“' IR TR CMOeeE
I MECTEDS NOSBONBOT MIwEHATL MOS0 (TII-u0dad) 3Dt

B R o e L ]

Hwemerm NG VAATHTY WINCMmEren. OIS

Qe Qrremen
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3. Haxmute kHornky «O630p».

4. BbibepuTe HYXHbIA KOHTEWHep, coaepxawun Bally SneKkTpoHHYH nognuchb, w
HaxxmuTe «Ok», 3aTem «[aneey.

Kpunrollpo CSP
0:09:56
Beibop knioveBoro KoHTelHEpa
B crncke nokassisate:

9 [pyecTBeHHbie UMeHa YHUKanbHbie MeHa

Crmcok ks

Cuntbisarens Vs koHTeiinepa

5. B OTKpbIBLIEMCS OKHE, coAepxalem WHgopMaumio o6 ycTaHaenMBaeMoM
cepTUdmKaTe, HaOXMUTE «YCTaHOBUTbLY.

L(‘ pTvidMKaTel B MHepe 3aKpbITOro KNo4a

Ce[!lvmdmxa'r ANS npocMoTpa
pocMoTpiuTe 1 BuiDepuTe ceprudmkar

Ceprudmkar: 000 «Tectosan xoMnaHus Ans TecTuposaHus AC YP»
Cybvexr: CHWMNC=00009812387, OrPH=1999977981232, KHH=009999812311, E=test
MNocTaBwmk: OrPH=1027707013806, MNHH=007707314029, STREET="5.Cyxapesckui1 nep
[edicTeuTeneH c: 17 dhespans 2017 r. 10:45:00
[eiicTeuTeneH no: 17 despans 2018 r. 10:55:00

CepuitHbit HoMEp: 4720 0104 0000 0001 FACA

YcTaHoenTs CeoiicTBa...

< Hasan loroso Ormena

6. MogTBepanTe YCTAHOBKY M OOXAMTECb OKHA, MHAOpMMpytoLlero o6 ycnewHom
yCTaHOBKe NMYHOro cepTudmkarta, Haxmmute « Ok».

Obpamume eHumaHue! Kpome ycmaHosku AuuHO20 cepmugukama 041
obecneueHuss pabomowl 31eKMPOHHOU noonucu Heobxoouma YycmaHo8Ka KOpHe8o20
u npomedxcymouHoz2o cepmuguxkamos YI[. B nacmoswee epems 60avwuuHcmeso YIJ|
gcmpausarm Cce0U  KOpHe8ble U  NPOMeXYymouHvle cepmudukamsvl 8
ducmpubymusest Kpunmollpo CSP, nocmasasembvle COBMECMHO C 31eKMPOHHOU
noonucwto, Aaubo npedocmasastom mpebyemvle cepmudukamsl U UHCMPYKYUU NO
UX KOppeKmHoil YycmaHoske 0maoenbHo.

Ecnun Bbl He yBepeHbl B TOM, YTO KOPHEBOM M NPOMEXYTOYHbIN cepTudumkatsl 6binm
YyCTaHOBMNEHbI aBTOMATU4YECKK, NMoxarnyncra, obpatutecb B Cnyx0y nogaepXku Ballero
YOOCTOBEPSAOLLEro UeHTpa Ans MNonydeHus MHCTpykumin. Ecnn obpaleHve B cnyxoy
nogaepXxkn YL, HEeBO3MOXHO, Bbl MOXETe CaMOCTOATENbHO MPOU3BECTU YCTaHOBKY,
BOCMONb30BaBLIMUCL pekoMeHdauusmn B [IpunoxeHuu 6  pacuwupeHHoU eepcuu
UHCMpYKUUU.
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4. IPOOPNJIb PUSNYECKOI'O JINITA N IIPUBA3KA
A1l

Mpenctasutento KOJI/MIM ana npueaskn 3 Heob6xoAMMO MMETb JIMYHLIN KabuHeT
domanyeckoro nuua Ha lNopTane mos.ru.

Obpamume sHumaHue! /[aa nocaedyroweil pabomut no0 OPUOUUECKUM AUUOM UAU
UHOUBUOYANBHBIM NPEONPUHUMAMENEM He HYNCHO pe2ucmpuposams 0moenbHblil
(Oonoanumenwvhwlil) kabunem gusuueckozo auua. Ecau y Bac yxce ecmvb kabuHem,
mpebyemcss moavko Yybedumscsi 8 koppexkmuocmu eeederHblx DPHUO u
Haauuuu/cmamyce eaarudauuu CHHJIC.

Ecnu y npeacrasutena FON/UM nuuHbin kabuHeT dmandeckoro nuua Ha [NopTane
MOS.Iu OTCYTCTBYET, HEOOXOAMMO NPONTU perncTpaumio.

4.1. Bxox B JUYHBIN KaOuHeT (PHU3UUYECKOrOo JHUIA C IMOMOIIBIO
goruHa (it CHNJIC) 1 mapoJis

[ns aBTOpM3aumMM B NMNYHOM KabmHeTe U3NYECKOro nnua ¢ NOMOLLbIO TOrMHAa (Mnu
CHWNC) n napons:

1. Bowgute Ha lNopTane mos.ru, HaXkaB B NpaBOM BEPXHEM Yriy KHOMKY «BonTtny;

2. Bbibepute cnocob astopusauuu: no normHy wunu CHWJIC, BBeauTte noruH
(CHWIC) n naponb, HaXXMUTe KHOMKY «BonTuny;

3. lMpongute B pasgen «Mou gaHHble» Bawero nuyHoro kabuHeTa Ha CTpaHuue:
https://my.mos.ru/my/#profile

Niirbie fansbie Perncrpaynonssie fanibie

OHO: Trcrommows: Tacmaecne CHAAC: D00 O0E IO &8 Emat: few ) (8- L4 DD Mormed hogs ]

Man: My mousd Taredar He yans

B nnyHom kabuHeTe npeactasutena KOJI/UM, Ha ybe umsa BbigaHa 3l1, 4OMmKHbI ObITb

yKasaHbl:
e OUO (gomkHbI COOTBETCTBOBATL AaHHbIM B cepTudmkarte 3l1)
e [laTa poxaeHus
e [lon
e CHWIC (gomkeH cooTBeTCTBOBATL AaHHbLIM B cepTudukare 31)

CHWNC, ykasaHHbIV B IMYHOM KabuHeTe, AOSMKEH YCMELHO NPpovTY npoueaypy
Banugauum B lNeHcnoHHom donge Poccun (MNPP).

B cnyyae, ecnu B 6noke «JlnyHble aaHHble» He ykazaH CHUIIC unu ykasaHbl
HEKOPPEKTHbIE AaHHble, He0BX0AUMO HaXaTb CCbIfKY «PefakTnpoBaTth NMYHbIE AAHHbIE»
1 NPOM3BECTN KOPPEKTUPOBKY AAHHbIX, MOCIE Yero HaxaTtb KHOMKYy « COXpaHUTb.


https://my.mos.ru/my/#profile

JInyHbIe faHHble

Damnnns

Wun w oTeecTen”

oanc 000058140 88

Oara posssmwnn®

Men

Obpamume eHumaHue! Ecau vl ocywecmeaseme 6x00 € NOMOWDBIO
noomsepicoenHoll yuemuotl 3anucu gosuslugi.ru (ECHA, EII'Y), eam He HYMCHO
peaucmpuposams 0maoeavbHblil (00NOAHUMENbHDILL) AUUHDBIL KabuHem.

4.2. Bxoa B JUYHBIM KaOuWHeT (PU3UIECKOTrO JIMIA C IMOMOIIBIO
ECUA

Mpn Hannumm yyeTHom 3anucn ECUA (nuyHoro kabuHeTa Ha doegepanbHOM nopTane
rocycnyr EMNMrY) Bel MoxeTe BOCnonb3oBaThCs PYHKUMEN BXOA4A C NOMOLLb gosuslugi.ru.

Mocne BbIGOpa Bxoga C nomowb gosuslugi.ru Bel 6ygete aBTOMaTU4ECKM

nepeHanpasreHsbl Ha CTpaHuuy aBTOpU3aLnu ECUA
(https://esia.gosuslugi.ru/idp/rlogin?cc=bp), rae Heob6XoAMMO BBECTUM [aHHble Ans
aBTOpM3aunn.
rocycnyru
Bxon
Bodn

L

BOCETmtr SHS

TR0 TOVIIAITO0 AR N0 WIS SLOOTYTO ¥ SO00MEaM

Bunh 6 oMoy CHAWIC  DasaTiomsed GoaseTs

Mocne ycnewHon aBTOpM3auun TpebyeTca TOMbKO MNPOBEPUTbL KOPPEKTHOCTb
AaHHbIX, nepedaHHbix n3 ECWA B nunyHbii kabuHeT Ha [lopTtane no CCbifke:
https://my.mos.ru/my/#profile B cooTBETCTBUM C ONUCAHNEM BbILLE.



https://esia.gosuslugi.ru/idp/rlogin?cc=bp
https://my.mos.ru/my/#profile

4.3. IIpuBaska 11

[ns ocywecteneHnsa exoga no Al B kabuHeT KOJI/UIM Heobxoanmo ocyliecTBuTb
ee NpuBA3Ky K KabnHeTy NnpeacTaBuTens.

Ansa npueaskn 3M1:

1. Bongute B Baw JNMYHbIN KabuHeT no noruHy/CHUIIC wn naponio wunu
BOCMOMb3yNTECH BXOAOM C nomoub gosuslugi.ru (ECUA).

2. lNpongute Ha Bknagky «Mou gaHHble». Haxmute «3MeHUTb perncTpauyuoHHble
AaHHbIe».

Buibop rexywero nonesqearens: s i Yo st Tcraddbin

Mnumsie pasinee PerncTpaeimonisie famise
O Terrtescons T rassew CHMAC 00000 TN Crval: Me yooni

Tecmmsmaann

More He ynains Terwgose He ywaine

Dare possmssen: *s poames

l

3. Haxmute «3apeructpmpoBaTb 3M1EKTPOHHYO NMOANMUCHY.

u LocTyn K medOPMALIHOHHEM DECYPCAM ropoaa MocKEs!

PepaktupoeaHue npoduns nonssosarens

4. Haxmute «+ 3apernctpupoaTtb HoByto QLLM».

| + 3aperucromposars wosyio aun |
X Yaanuts OLIN COXpaHHTb



5. [Mpn HeobxoaumMocTn noaTBepaAnTe SOCTYN K Bawen 31, Haxa «[a».
6. BbibepuTe HyXHbIN cepTudmnkaTt n HaxmmuTe « OK».

Bbibop ceptvmgmkara X

e m

7. BBeauTe naposb (MUH-KOA) OT KOHTelHepa, coaepxallero Bawy 3, n HaxmuTe
«OK».

Obpamume gHumaHue! Ecau panee 8bL coxpaHsau (nuH-ko0) om koHmeilHepa —
amom wae O6ydem nponyweH asmomamuvecku. B cayuae, ecau 8vl He
3Haeme/nomMHume napoabL O0m KoHmeliHepa, noxcaayiicma, obpamumecs 8 sawl YIJ
3a ungopmayuetl o napone (NUH-KOJY), YCmMaHasAUBAEMOM NO YMOAUAHUIO.

Kpunrollpo CSP
0:05:04
% BeeanTe naponsb ans koHTelHepa "asur-ul”

=
EN
Napone: LTTTYT T

3anoMHUTE NBPONE

OK Ormena

8. lpoBepbTe faHHble B pasgene «3apeructpupoBaHHble 3l», ecnn JaHHble
KOPPEKTHbI, HaxXMnTe «CoOXpaHuTb».

5. ABTOPN3AIINA C IIOMOIIBIO II1

[ns aBTopm3auunn B kabunete HOJ/AIM no 3I1:

1. Bongute B NNYHbLIN KAabMHET yka3aB B agpecHOn CTpoke: hitps://my.mos.ru/my/
2. Ecnv Bbl y)xe aBTOpM30OBaHbl Kak hnanyeckoe nuuo — BOCMOMb3YyNTECH OMuUUen
«Bbixoay.

MOS.IU  Odwmassial cad Mapa Mocrns Teorseweu Toomascers v s ewr. Q

= Hoooow  Abwann  Yuvew Moo Baacss  Owpacrw  Meogpeass Npeee Epatn

Buibop Tekywero nonv3osarens:

— 3apaBcTByiTe, TecTanxesl TecToBuYaHxes!

e 1 - e prasem Teoeda Jerws e noaty

T o wr e M C T b

W HaxxmuTe KHOMKY «BonTun».


https://my.mos.ru/my/

EavHbIN NUYHDbIK KabuHer

B e xbEum v MO0 MR 1CRGROME yomyt B mase e
- GEYMCTIMT b MO0 XOMA ORRMMN yLity

DAL TACN W CROMBEAE M IO I

(OO Dt PO Tt O T
Lne rpoaamenvms wasammie “Bodte®
Bontw

3. Bbibepute cnocob aBTopmsauum «BonTn ¢ NOMOLLbIO 3NEKTPOHHON NOLMUCAY.

u [ocTyn K MH(OPMaLMOHHLIM pecypcam ropoaa Mockes!

@ Bonposs 00 Bx0ay & CucTeny
onn B CMCTeMY @ WucToymuns 00 peoncTpaimm kaluvera K1) u WM
@ MucTpyass 0o npwseserwno 31 1a NopTane rocycyr Mook

Yeaxaowmue nonsacsatend noprana! O
fCTer CHANG HecTiam M HAXATE Ha Bxnagay CHAT

Jinst BXOAA UCNONB3I0BATE
Nonm  CHANC

) BOATV € NOMOLBSO COLL. CeTeR

oGuon

BOWRTH C NOMC

4. Tpun HeobGxoanMOCTM NoaTBEPAUTE JOCTYN K Bawewn Jl1, Haxas «[da».
5. BblbepuTe HyXHbI cepTudnkaTt n HaxmmuTe « Ok».

Bbibop ceptuukara ~

OTMEHUTL




6. Beegute naponb (NMH-KOA) OT KOHTEWHepa, coaepxallero sawy 31, n HaxmuTe
«Ok». lNMocne BBoga napons (ecnn OH He ObIN COXpaHeH paHee) npounsonget
BXO[ B NU4HbIN kKabuHeT KOJ1/AIM.

6. IIPOBEPKA HACTPOEK KPUIITOTPAOUYECKOI'O
ITPOTPAMMHOI'O OBECIIEYEHUA

Ha T[optane mos.ru B HacTosillee BpeMsi WUCMonb3ylTca [nABa HabGopa
KpunTorpaduyeckoro nporpaMmHoro obecneyeHus:

1. Komnnekc MO Kpuntollpo npumeHsieTca npu aeBTopu3auum C MNOMOLLbIO
SNEKTPOHHOM nognucuM u nNpwu MNOAMUCAHUW 3asiBIIEHUM Ha npefocTaBfeHne
rocy4apCTBEHHbIX YCNYr Ha psiie MHTEPaKTUBHbLIX OPM.

2. Komnnekc MO TOPCASE npumeHseTca npu noanucaHum 3asiBleHun Ha
npefocTaBneHne rocyaapCTBEHHbIX YCNyr Ha OONbLUMHCTBE WHTEPaKTMBHbLIX
dopm, onybnukoBaHHbIX ¢ Masi 2015 no ceHTabpb 2017 roga.

Hwxe gaHoO onucaHne mMexaHu3moB NPOBEPKN KOPPEKTHOCTN HACTPOEK BaLlero MK
and pa6OTbI C YKa3aHHbIMW KOMIJ1EKCAMMW.

6.1 IIpoBepka HacTpoek komiuiekca I10 Kpunrollpo

[nsa npoBepku HacTpoek koMnnekca kpuntorpadudeckoro MO Kpuntollpo:

1. B 6paysepe BonguTe Ha crneymanmaMpoBaHHyt0 CTpaHuuy Ha cante Kpuntollpo:
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
2. MNoptBepauTe goctyn k Bawen 3l1, Haxa «[a».

G- Npewep wcrossscemen £+ 5

€. | Tl A &

Wuchopmayun o cepring

3. BBegute naponb (NWUH-KOA) OT KOHTENHEepa, eCnm OH He Bbln COXpaHeH paHee.

Kpunrollpo CSP -§
0:05:04
Ifg BeeguTe naponb ans koHTelHepa "asur-ul®
=
—

EN

Napons: sssssee

3anoMHUTL Napons

OK Otmena


https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html

4. CTpaHuua npoBepKU BbIAACT MOSHYK MHAOPMaLUMIO O HacTpoWKax W OaHHbIX,
yKa3aHHbIX B cepTudukarte 3.

_” o Mpovep 20 Messt s £ . - ‘--"ﬁ
& n = CEtOpeo fe ~ a8 $ A - $ =
’/_\ - Mpoeepka paborsl Kpuntolpo 3LIMN Browser plug-in
KPAFTTONPO
Nl
p

Mudopmayus o ceprudurare e
Bnagenoy CN=000 «Tecronan KOMNaMMA QNA TECTHPORAMMA AC YP» Eorn yrpmins O vovtme ot tae
Wagatens CN="YL] OAD ""3nexTpomian Mocxea™"

Beygan: 17.02.2017 07:45:00
Acacrantencn ao. 17.02.2018 07:55:00

Kpwnronposaanep: Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider

Anroputm xmosa. FOCT P 34.10-2001

6.2 IIpoBepka HacTpoek komiLiekca II0 TOPCASE

[1na npoBepkn HacTpoek Komnrekca kpuntorpadgpuyeckoro NO TOPCASE:

1. B Opaysepe Bouaute Ha CTpaHULy MOAMMCAHUA OOKYMEHTOB MNOSb30BaTenNs
3IEKTPOHHOM NoanucbHo, npegnocTaBnaemyto ANC PYnN:
http://rul.mos.ru/Services/Sign

2. Boibepute  dopmatr nognmcu  «CMS», BMA  KIMEHTCKOM  NOAMNUCU
«OTCOEAUHEHHAaNY.

Obpamume sHumaHue! IIpu noonucaruu Ha caiime rul.mos.ru «Tun dokymenma»
evlbupams He mpebyemecsi.

HaxmuTe kHonky « O630p» Ans Bbibopa AOKYMEHTa ANt NOANMCaHus.

& Pipovep uncmicnsem k. & | Wl rpecuorp « nasmucwe .+ | =
€ [ imen | TE A § =

AL it
[ AMC PEECTP YNONH



http://rul.mos.ru/Services/Sign

3. BblbepuTte AOKYMEHT, HAXXMUTE «3arpysnTby.
4. [oxauTecb 3arpyskm JOKyMeHTa u Haxmute «llognuncatb».

S -

€ pusep wenomIGHIE K. '/‘.. MpOoesTg o Mognecaess . |48
% mosu AL o0 $ A » - $ =

Naereczrese 1recTpoerod rosrrcee

PCTIGORET TOORIIRITHORINI MTOPEOR

TR I MO AT Coeez

P ras oo -
e L -
o anepeere - i

Tavp—n— D S =

— (= |

Ecnu Baw 6paysep 3abrokMpoBan OTKpbITUE HOBOrO OKHa canTa rul.mos.ru:

e HeobxoamMmo HaxaTb KHOMKy «HacTpoikay;

&ﬂ”m‘-'/(. .";ao(uovpvmrwm . :\‘l’
- mosru @ C | QN vE & A - § =

© Frelon 3a6ACKnPoRAL | BINILRRCUIO® DI € ARmmdlO CARTA Hacrpodn

AR AN T
ISP
TEOOSOTHE

Al ECTP YNIONMHOMOYEHHBIX MU

n P

Capenc MPeaOCTalMIeT NOMISAATRMCEMA MHTICOOIC

HPSCMOTES 0 NOANACAHNE GOCPMHTE IKTROHHOR

DORANE I,
agmar reirwon Ve -

L] b oA -

] - Lo b

Novpmesra [ TR -

e 3aTem BbibpaTb «PaspelunTb BCNnbiBatoLmne okHa gnsa rul.mos.ru».

|PazpewnTh BcnabiBarolmMe OKHa Ana rul.mos.ru |
W3amernTs HACTPOIKK BAOKMPOBKM BCNNBIBAIOLUMX OKOH...
Her Tb 370 coobleHVe NPy BAOKVPOBKE BCNABIBAKOWMX OKOH

Mokazate «http://rul.mos.ru/ESEP-WebApp/sign/preview/ce52c2b8-8356-4c8d-9e37...




5. B HoBom okHe «[lMpocMOTp WM nognucaHue [OKYMEHTOB» OTMETbTE ranouky
«MoaTBepxaato, 4YTo s nNpocmoTpen(a) BCe NOANUCbIBAEMble OOKYMEHTbI» W
HaXXMuUTe KHonky «MoanucaTtby.

NG e
©- MNpunsep nencasscaowwn K. % [l Npocworp v noanucanwe .. % | Npocuotp » noanvcase x
e mos whA Paices " X o8 $ A ¢ B =
l'lpocmarp H NOANHCAHHE JOKVMEHTOB
Jat. W06 TH_Of_ oro pdf )y m
AOKYNENTM 1)
& —ﬁ v
< b
Alosepamecrs
Tovmpammet Doy CHNTET  EDSBTPETC CKHTIM  OMDITE
6. Bbibepute ceptndukat n HaxxmmTe KHomky «llognucatb».
Bribepute ceptuchmukar AnA noaAnucasmua AOKyMeHTa

Bnageney YAOCTOBEPAIWMNA UEHTP CpoK RencTens
2 1027707013808, 0077073

e RU, 77 n. Mockea, Mockea,

TecTaorm R A B 07.20 2.2018
= A1 crp . oh 6", "AQ ""Snexrg

ECTOBHNAHMEE = =

"Gnesrpossar Mockea™
1027707013806, 007707314029, 5
a3, Mockna R B H S PO R S
05.09.2017 - 05.12.2018

apeBCKMA

a.nu, RU, 77

r

{Han Mocxas

*m

7. BeeanTe naponb (NWH-KOA) OT KOHTEWHepa, COAepXallero 3reKTPOHHYH
noanuce.

Moxanyicra, BBeguTe pin-koa:

— 3

Obpamume sHumanue! ITpu noonucanuu Ha rul.mos.ru coxpavexue napoau (nuH-
Koda) Hego3MoxcHO. Ecau eam HeuszsecmeH napoas om koHmeliHepa, obpamumecs
8 ydocmosgepatowuil yeHmp, 8bNYcmuswull 31eKmpoHHY NOONUCH.



8. [oxauTecb 3aBeplueHUA npoueaypbl nognucaHusa. BHu3y cTpaHuubl Oyget
BblBeAeHa WHpopMauma 06 SNeKTpOHHOW NoANMCK, KOTOPOW MOANUCAH
OOKYMeHT. Haxmute KHOnky «BepHyTbCA» OnNa BoO3BpaTa Ha CTpaHuuy C
pe3ynbTaToM NognucaHus.

. S
o NpAvep WNoMIoBIes X X . MIPOCMOTP M NOAAHCINME .. X | MPOCMOTD # NOANKCHE x e
- masru C : ' TE &/ - F =
P el
swerim
Coesresmn ob DACKTPONUMX ITINNCNX —*

Aare e e

Obpamume eHumaHue! AHUC PYJI — 8HYmMpeHHA UHPOPMAYUOHHAS cucmema
2opoda. 3an0ceHHble 8 Hell agmomamuyeckue MexaHu3msbl NPO8ePKU NOAHOMOHUIL
He Odadym pe3yabmama npu obpabomke noonuceil B8HEWHUX NOAb3osame.etl.
Ioxcanyticma, ueHopupyiime Haonucw: «IIposepka NOAHOMOUUU HEBO3MONCHA».

9. KnunkHUTE Ha HaMMeHOBaHWKN NOAMMCAHHOrO OOKYyMEeHTa AOJ14 CKa4vnBaHNA apXuBa,
cogepikawiero NCXOOHbIN OOKYMEHT N OTCOeAMHEHHYIO NOAMNNCb.

- —. == T, E;i
- Npwsep menomacsean K. % | [l Npoosorp w neanwcanve . x| 4
4 mokry . . B SRS =

Peaynwrars noamece

O

L e T ven g P e 2 e

10.MoatBepanTe ckaunBaHue HaxaB « OK».
11.B apxmBe coaepXutcs nognucaHHbii BaMm OOKYMEHT U ero OTCcoeAMHEHHas

noAanuch.
s Tun
o A A ]
~ [loBepeHHOCTL_OT_reHepanbHoro Adobe Acrobat Document
B /osepeHHocTs_oT rexepansHoro.pdf.detachedsignl ®ann “SIG"
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